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AT&T Cybersecurity: By the numbers

1 40 - 8 global SOCs monitored 2 0 M =

years of managing and @ oy
: hreat indicators
protecting a global networ V> 7 T TP

that carries more than

185K
ptﬁlyt4p6 day 25+ 8ty5

years of cybersecurity professionals
eI consulting practice as part of our Open

™
than with an average of Ullree I Enlngs

2,000 8&(3 1 2 community

cybersecurity specialists years experience

AT&T Cybersecurity / © 2020 AT&T Intellectual Property AT&T Business


https://about.att.com/pages/corporate_profile

Cyber risks continue to evolve
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Current global factors add complexity

Suddenly remote and Significant cybersecurity Divergences in regulations, @

mobile workforce skills gap environment, _ )
and geography More organlzatlons

realize fighting

/| > cybercrime is not

d core competency

Cybersecurity Digital transformation

investment optimization and cloud-based business

and risk mitigation models including new
technologies

—
4 AT&T Cybersecurity / © 2021 AT&T Intellectual Property g AT&T Business



Today’s CISO

2020

the year cybersecurity went from a
technical problem to a business imperative

C-Suite and Leader of internal Cross-functional
board advisor - security practice leader — security is
security as part of the -cyber & physical part of everything

business strategy *Emerging technologies *DX led by security

*Business outcomes

*Business risk tolerance
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New CISO realities

Struggling to be included in DX Centerpiece of DX
Perceived as leader of a technical team C-suite peer and board advisor
Isolated silo in organization Cross-functional leader / security-first
Leader of a cost center Leader of strong business outcomes
Keeper of tools Leader of organization-wide cybersecurity strategy
Tactical efforts to prevent hacks Critical to the digital supply chain and digital trust of organization

Lead with a security-first mindset

] ) g

Tie security to business Move away Create a shared Set the tone Continually assess
objectives and from ROI responsibility model at the top risk for business
outcome metrics or employees adaptability
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THE ZERO TRUST JOURNEY IS S;”OW fraonglEyoue
ganization in implementing
WELL UNDERWAY.

Zero Trust? % of respondents

Don’t know No plans to implement Researching

Implementing Complete

2 (o 35 59 31.3%

0.8% 5.2%

ﬁgj 93.9% of respondents indicate they

980  Respondentsthatare DC Custom Survey, 56 are researching, implementing, or have
primary decision maker/ Cybersecurity Impact o P
part of team/influencer Survey, October 2020 completed a Zero Trust initiative.

role regarding Zero Trust
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Making it safer for your business to innovate

AT&T Cyb
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Safeguard your
digital assets

Innovate
)

Drive efficiency Qi_?)
in your security
operations

Act with confidence
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AT&T Cybersecurity

Expert deployment,
strategy, and execution

Threat intelligence
via AT&T Alien Labs

Complementary
security services

Policy design, configuration,
testing, and maintenance

Fast, efficient investigation of and
recommendations for incidents

Coordinated response with SLAs
on response-change requests
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Technology

(i&)

YOUR
NETWORK

AT&T
Cybersecurity

Process Accountability

Best-of-breed cybersecurity
vendor alliances

Security virtualization (automation
and orchestration) in SOC/NOC

Continuous monitoring
across all environments

Comprehensive analytics
and reporting

Thorough communication

Coordinated response with SLAs
on response-change requests
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